Automatic Semantic Tagging solutions
Preliminary Market Consultation
Data protection questionnaire
[Instructions: Respond to all questions by choosing an item (YES/NO). Please note that international data transfers apply also to access to data from outside EU/EEA. Once the document has been filled in, including the section “potential processor comments” at the end, please delete all instructions in blue font and convert the document to PDF before submitting it].
Company name: …
Date of completion of this questionnaire: Click or tap to enter a date.
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	Question
	Processor response

	[bookmark: OLE_LINK1]1
	This market consultation is not directly related to any tender. However, if there will be a follow-up tender and your company is selected as the successful tenderer, do you agree to conclude the data processing agreement (DPA), including its annexes fully completed (see template DPA)?
	Choose an item.


	2
	Have you carried out a data protection risk assessment or data protection impact assessments (DPIA) of the product or service and can you make it available upon request to the controller? 
	Choose an item.


	3
	Would you allow the controller of the European Data Protection Supervisor (EDPS) to perform audits and investigations?
	Choose an item.


	4
	Can you confirm that you do not process personal data in the context of the provisioning of the service or product for your own purposes (e.g.: for own business purposes)?
	Choose an item.


	5
	Can you confirm you do not handle personal data as controller in the context of the contracted product or services?
	Choose an item.


	6
	Do you have a Data Protection Officer (DPO) or equivalent role within your company?
	Choose an item.


	7
	Do you adhere to any code of conduct or certification under the GDPR? [If yes, describe and provide info in the comments section below]
	Choose an item.


	8
	Do you commit to not disclose any data or information issued by the controller and handled through your product or service during the execution of the contract, actively or passively, intentionally or un-intentionally, to any authorities in the EU or any other country, legal or natural persons, with the sole exception of relevant formal requests submitted by EU judicial authorities for the purpose of criminal investigations?
	Choose an item.


	9
	Do you ensure that personal data resides in the EU at rest and in transit? [the only exception of Publicly Available (PA) data]
	Choose an item.


	10
	Are you able to provide a list of all your sub-processors with their name, contact, category of processing (e.g.: storage, security, customer relationship management (CRM) etc.), location of delivery of the service (including Third Countries), retention periods and general description of their technical and organisational measures?
	Choose an item.


	11
	Do you guarantee that your sub-processors do not transfer personal data internationally (onward transfer) to third countries without an Adequacy Decision? * 
[if no, please describe in the comments section below the location/s where the processing takes place]
	Choose an item.


	12
	Do you have an established IT risk management framework within the company?
	Choose an item.


	13
	Do you meet cloud computing security guidelines with standard certificates (CSA, SOC, ISO, NITS, etc.) and are you able to provide them upon request? [If yes, describe and provide info. in the comments section below]
	Choose an item.


	14
	Do you implement measures in your software products to protect customer data from your employees and personnel?
	Choose an item.


	15
	Do you use state-of-the art encryption for data at rest and in transit for the provisioning of the service? [TLS 1.2 or higher, HTTPS encrytion or other secure protocols]
	Choose an item.


	16
	Can you confirm that personal data can be permanently destroyed in a secure way after the retention period was reached or after the end of contract?
	Choose an item.


	17
	Can the controller export all customer data, including personal data outside of the cloud service?
	Choose an item.


	18
	Do you have an IT tool that assists the controller in replying to data subject requests to exercise their data protection rights?
	Choose an item.
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* For international data transfers and sub-processor located in the US, the Adequacy Decision on the EU-US Data Privacy Framework (EU-US DPF) may apply; however, please note that only those organisations included in the EU-US DPF List are considered part of this Adequacy Decision. In the following link you may find the organisation part of the DPF List:  https://www.dataprivacyframework.gov/s/participant-search
Potential processor comments:
[Instructions to the Independent Software Vendor (ISV) / potential processor: Please feel free to provide comments and add information related with the questions by indicating the number of the question object to comment first and then the comment. Please make sure there is no contradiction between the comment and the response provided to the question. In case of contradiction the response will be considered incomplete.] 
[Instruction to Economic operator / potential contractor: Please review the questionnaire and (1) make sure the potential processor provides response to all questions, meaning it choose an item (YES/NO) for all questions, (2) make sure there is not contradictions between the responses and comments, for instance the response triggers the provision of additional information but the ISV/potential processor does not provide further comment (see for instance questions 11, 25 and 32); and (3) in case of contradiction, request further clarification to the ISV/potential processor. In the event that the contradiction remains after the request for clarification please make sure to underline the question not replied by the ISV/potential processor and, if applicable, please underline the comment].
[bookmark: _Hlk119485753]

[bookmark: _Hlk119486375]

